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DETAILED ACTION 

1 . This action is a responsive to communication (s) filed on 08/04/2009. 



Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



3. Claims 1,-6, 9-13, and 16-24 are rejected under 35 U.S.C. 103 (a) as being 
unpatentable over Turkboylari (20030140238) (hereinafter Turkboylari) in view of 
Hodder et al ( US 2004/0255141). 

As per claim 1, Turkboylari discloses 

"copying security data from the non-volatile memory to the working memory, 
wherein the security data is to be write-protected" as (on page 3, [0026], "boot loader 
sequence typically loads user code from non-volatile memory to into RAM", user code 
can view as a security data and this data is write protected by a write-protection 
function ); 

"activating a blocking function for the security data in the working memory, 
wherein activating is triggered by the copying being made to the working memory" as ( 
on page 3, [0026], "security logic ensures that the authenticated code is not further 
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altered after it has been loaded into system RAM" when code is loaded into RAM then 
write -protection function get activated for blocking any alteration into a portion of 
volatile memory RAM ); 

"monitoring all communication with the working memory" as (on page 3, [0026], 
security logic ensures (i.e. monitoring) that there is not any alteration after upload any 
code in RAM); 

"blocking all write attempts to the copied security data stored in the working 
memory according to the blocking function, wherein at least activating a blocking 
function" as (on page 3, [0026], "security logic ensures that the authenticated code is 
not further altered after it has been loaded into system RAM" when code is loaded into 
RAM then write -protection function get activated for blocking any alteration into a 
portion of volatile memory RAM and , write-protection function is a blocking function 
and system security is maintained by ensuring that security-sensitive data and code are 
protect by write-protected function when authentication code for secure applications to 
be loaded into RAM upon reset or power-up ) , 

Turkboylari fails to disclose "monitoring communication and blocking write 
attempts are performed independently of a central processing unit of the electronic data 
processing device, such that the central processing unit cannot manipulate the security 
data". 

However, Hodder discloses "monitoring communication and blocking write 
attempts performed independently of a central processing unit of the electronic data 
processing device, such that the central processing unit cannot manipulate the security 
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data" as ( par 0041-0052, numeral 36 , write-protection circuit which is stand alone 
process to inhibit writing data on numeral 38 fiscal data memory [ working memory]). 

Therefore, it would have been obvious to one of the ordinary skill in the art at the 
time of the invention to modify the teaching of Turkboylari by including a stand-alone 
write -protection circuit based on the teachings of Hodder because this would improve 
the integrity of electronic data. 

As per claim 2, Turkboylari in view of Hodder disclose " wherein an area of the 
security data in the non-volatile memory is pre-defined and pre-stored in a device for 
blocking write attempts and used at least in relation to activating a blocking function" as 
( Turkboylari, Fig.1, broad interpretation, numeral 15 and numeral 12 holds data in 
memory cell ). 

As per claim 3, Turkboylari in view of Hodder disclose " copying data comprises 
copying only the security data from the non-volatile memory to the working memory 
independently of the central processing unit of the data processing device and coping 
any further data under the control of the central processing unit of the device" as ( 
Turkboylari, Fig.1, broad interpretation, copying data from numeral 15 to numeral 12 
and Hodder, Fig. 2, numeral 36, write-protection circuit is an independent from numeral 
22 CPU ). 
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As per claim 4, Turkboylari in view of Hodder disclose "wherein an area of the 
security data in the non-volatile memory and an area for storage of the security data in 
the working memory are pre-defined and wherein activating a blocking function is 
triggered by the copying being made to the pre-defined area for storage of the security 
data in the working memory and the blocking function is activated for that area of the 
working memory" (Turkboylari, and Fig .1, par 0034, write-protect registers 34 and 
copy authentication data from numeral 15 to numeral 12 ). 

As per claim 5, Turkboylari in view of Hodder disclose "copying all data from the 
non-volatile memory to the working memory under the control of the central processing 
unit of the device" as (Turkboylari, on page 3, [0026], loads user code from non-volatile 
memory to RAM and Schu, Fig 3, write signal 210a writes into RAM 204. it does not 
write in write locked RAM 206). 

AS per claim 6, Turkboylari in view of Hodder disclose " wherein an area of the 
security data in the non -volatile memory and wherein activating a blocking function is 
triggered by a first detection of copying of security data in the non-volatile memory to an 
area of the working memory and blocking function is activated for that area of the 
working memory wherein an area of the security data in the non-volatile memory is pre- 
defined area " as ( Turkboylari, on page 3, [0026], "security logic ensures that the 
authenticated code is not further altered after it has been loaded into system RAM" 
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when code is loaded into RAM then write -protection function get activated for blocking 
any alteration into a portion of volatile memory RAM ). 

As per claim 9, this claim is directed to a device and contains limitations that are 
substantially similar to those recited in claim 1 above, and accordingly is rejected for 
similar reasons. 

As per claim 10, this claim is directed to a device and contains limitations that 
are substantially similar to those recited in claim 2 above, and accordingly is rejected for 
similar reasons. 

As per claim 11, this claim is directed to a device and contains limitations that 
are substantially similar to those recited in claim 3 above, and accordingly is rejected for 
similar reasons. 

As per claim 12, this claim is directed to a device and contains limitations that 
are substantially similar to those recited in claim 4 above, and accordingly is rejected for 
similar reasons. 

As per claim 13, this claim is directed to a device and contains limitations that 
are substantially similar to those recited in claim 5 above, and accordingly is rejected for 
similar reasons. 

As per claim 16, Turkboylari in view of Hodder disclose wherein it is 
implemented in hardware as (Turkboylari, Fig. 1 and Schu, Fig. 3). 

As per claim 17, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 1 above, 
and accordingly is rejected for similar reasons. 
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As per claim 18, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 2 above, 
and accordingly is rejected for similar reasons. 

As per claim 19, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 3 above, 
and accordingly is rejected for similar reasons. 

As per claim 20, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 4 above, 
and accordingly is rejected for similar reasons. 

As per claim 21, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 5 above, 
and accordingly is rejected for similar reasons. 

As per claim 22, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 6 above, 
and accordingly is rejected for similar reasons. 



As per claim 25, Turkboylari in view of Hodder discloses "wherein the device for 
blocking write attempts is implemented in hardware" as (Turkboylari, Fig. 1 and Schu, 
Fig. 3). 

As per claim 26, Turkboylari in view of Hodder disclose "wherein the device is a 
portable communication device" as (Turkboylari, [0005] ). 
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As per claim 27, Turkboylari in view of Hodder disclose "wherein the device is a 
cellular phone" as (Turkboylari, [0005] ). 



4. Claims 7, 14, and 23 are rejected under 35 U.S.C.103 (a) as being unpatentable 
over Turkboylari (20030140238) (hereinafter Turkboylari) in view of Hodder et al ( US 
2004/0255141) (hereinafter Hodder) and further in view of Aichelmann,Jr. (US 5166903) 
(hereinafter Aichelman). 

As per claim 7, Turkboylari in view of Hodder disclose all the limitations set forth 
above, but fail to explicitly disclose "wherein the blocking function comprises changing 
the destination address of the data transferred to the working memory". 

However, Aichelmann discloses wherein the blocking function comprises 
changing the destination address of the data transferred to the working memory" as 
(column 9, lines 8-33, data buffer performs blocking function altering data port [ 
destination address] ). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of the invention to implement the claimed invention by modifying the method of 
Turkboylari in view of Hodder, based on the teaching of Aichelmann, because doing so, 
would provide a protected memory. 
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As per claim 14, this claim is directed to a device and contains limitations that 
are substantially similar to those recited in claim 7 above, and accordingly is rejected for 
similar reasons. 

As per claim 23, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 7 above, 
and accordingly is rejected for similar reasons. 

5. Claims 8, 1 5, and 24 are rejected under 35 U.S.C.1 03 (a) as being unpatentable 
over Turkboylari (20030140238) (hereinafter Turkboylari) in view of Hodder et al ( US 
2004/0255141 ) (hereinafter Hodder) and further in view of Starr (US 4574350) 
(hereinafter Starr). 

As per claim 8, Turkboylari in view of Hodder disclose all the limitations set forth 
above, but fail to explicitly disclose "disconnecting a debugging unit at least when 
copying the security data to the working memory and reconnecting the debugging unit 
when the blocking function has been activated". 

However, Starr discloses "disconnecting a debugging unit at least when copying 
the security data to the working memory and reconnecting the debugging unit when the 
blocking function has been activated" as ( column 5, lines 48-60, lock unit performs 
locking [ reconnect ] and unlocking [disconnect ] on memory , examiner interpretation [ 
blocking function activation and deactivation on memory] ). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time of the invention to implement the claimed invention by modifying the method of 
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Turkboylari in view of Hodder, based on the teachings of Starr, because doing so, 
would improve security in memory. 

As per claim 15, this claim is directed to a device and contains limitations that 
are substantially similar to those recited in claim 8 above, and accordingly is rejected for 
similar reasons. 

As per claim 24, this claim is directed to an electronic data processing device 
and contains limitations that are substantially similar to those recited in claim 8 above, 
and accordingly is rejected for similar reasons. 

Examiner Notes 

6. Examiner cites particular columns and line numbers in the references as applied 
to the claims below for the convenience of the applicant. Although the specified citations 
are representative of the teachings in the art and are applied to the specific limitations 
within the individual claim, other passages and figures may apply as well. It is 
respectfully requested that, in preparing responses, the applicant fully consider the 
references in entirety as potentially teaching all or part of the claimed invention, as well 
as the context of the passage as taught by the prior art or disclosed by the examiner. 



Conclusion 
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7. The following prior art made of record and not relied upon is cited to establish the 
level of skill in the applicant's art and those arts considered reasonably pertinent to 
applicant's disclosure. See MPEP 707.05(c). 

8. The following reference teaches execution of trial data. 
US 20030135706 

9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Abu Sholeman whose telephone number is (571)270- 
73144. The examiner can normally be reached on Mon-Thurs 7:30 am-5:00 pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571)-272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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